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CY17 CY18 CY19 CY20

16.12(1)

Extended Maintenance Release (“EMR”) – 36 months support.  Recommended for wide-scale 
production deployments – Supports patches (SMU) and ISSU*

Standard Maintenance Release (“SMR”) – 12 months support

SMR1 SMR2 SMR2SMR1 SMR1 SMR2

IOS XE Release Schedule
3 Releases Annually (every 4 months)

4BRKENS-2004

17.3(1)16.9(1) 17.6.1

SMR2

*Subject to change based of technical limitations
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Open IOS-XE 17.5.1

One Operating System: Open IOS-XE

BRKENS-2004
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Thousand Eyes

Improved Service 
Assurance

Catalyst 9Ks enable Industry Leading Network 
Visibility and Control at Scale

BRKENS-2004 8
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Service Assurance is beyond the Enterprise Domain
Use cases for ThousandEyes Enterprise Agent

Campus

Branch

Internet

Branch

SaaS Apps

1

2

3
Campus/DC to Cloud IaaS

Overlay Network Performance

Campus/DC/Branch to SaaS
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Troubleshooting SaaS & Monitoring Campus 
Performance

• Identifying poor user 
experience
• Did traffic handoff to SaaS app 

optimally?
• Was there an outage within Enterprise, 

WAN or SaaS backbone?

• Full path visibility to identify and 
resolve issues

• Active monitoring for Latency, 
Loss, Bandwidth, Jitter 

Hop-by-hop picture of performance with Proactive Customizable Alerts

Agent to Agent/Server

Historical Performance View

Path Visualization

BRKENS-2004 10
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DNS and Web Performance Monitoring

• DNS Tests – Server, Trace, 
DNSSEC

• In-depth metrics regarding the 
in-browser user experience with 
waterfall chart

• Identify objects preventing or 
prolonging page load completion

• HTTP Server Performance
• Availability
• Response Time
• Throughput

DNS and Web

BRKENS-2004 11
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Troubleshooting VOIP

• VoIP packets are extremely 
susceptible to underlying 
network conditions that 
traditional VoIP monitors can't 
detect

• Simulate VoIP calls between 
Enterprise Agents in branch 
office 

• Measure SIP and RTP server 
availability.

Voice

BRKENS-2004 12
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Catalyst 9400

ThousandEyes Agent preload on Flash

w/ IOS 17.5.1w/ IOS 17.3.3

Catalyst 9300
Catalyst 9300L

Platform Support for ThousandEyes Agent

HW Specification

Type Light Weight 
Docker

CPU 1-2 vCPU

RAM 1-2 GB

Flash Storage 1 GB App Data

BRKENS-2004 13
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Power Supply Failure High CPU Utilization Interface Flap

• Broadcast of a lot of data traffic on 
network causes excessive use of 
CPU resources

• Flap errors/ CRC Errors
• Interface connectivity loss
• Faulty optics

• Power starvation
• Power supply with no input power
• Power supply missing

• Power starvation
• Power supply with no input power
• Power supply missing

Authentication Failure

• Dot1x/MAB configuration methods missing
• Credential failure
• Ping to ISE failure

• Power starvation
• Power supply with no input power
• Power supply missing

DHCP Reachability Failure

• Power starvation
• Power supply with no input power
• Power supply missing

POE Power Overdraw

DNAC
2.1.2

DNAC

• Mac Address not present in IPDT
• Discover packets has not been punted
• Multiple logical routes b/w DHCP server & clients

• IEEE non-compliant powered device request 
power more than the standard

• PoE Imax errors

New

Automated Issue Resolution with Machine 
Reasoning Engine

BRKENS-2004 14
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Zero-Trust for Workplace Framework

Network DomainSecurity Domain

Zero Trust for Workplace

Cisco 
DNA 

Center

Cisco 
ISE

Firewall Stealthwatch Umbrella Switches Wireless Routers

Endpoint 
Visibility

Secure
Access

Network
Segmentation

Endpoint 
Compliance

Rapid Threat 
Containment

Efficiency: Increase efficiency of 
security services by leveraging 
network context

Efficacy: Strengthen workplace 
defenses with security 
integrations

Simplicity: Simplify security 
operations through automation

BRKENS-2004 16



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Isolate Peer Endpoints

Detect anomalies in traffic with limited resources

DNS based threat protection

URL Based Access Control

Secure RADIUS over Public Networks

Intelligent Device Classification

Secure Access

Cloud Security
Services

Catalyst 9K - Cloud Security Services enabled 
switch

BRKENS-2004 17
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Host 1 
Isolated Endpoint 

VLAN

Host 2
Isolated Endpoint 

VLAN

Host 3 
Isolated Endpoint 

VLAN

Host 4
Isolated Endpoint 

VLAN

PVLAN Promiscuous Trunk carrying 
primary VLAN X and Y

L2 Traffic / discovery

L3 Traffic via 
promiscuous only

IOS-XE 17.5.1 EFT

Isolate Peer Endpoints – Zero Trust at Access
Wired Dynamic PVLAN

18BRKENS-2004
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Layer 2 Point-to-Point

Supplicant Authenticator RADIUS Server

Layer 3 Link

EAP ID-Response RADIUS Access-Request 

Port Authorized
CoA

Interface Template on Switch

EAP ID-Request

RADIUS Access-Accept 

Cisco-AVpair="interface: template=name"
• Port-Flap (change from 

access to PVLAN Mode)
• Apply the interface template
• Activate Sticky timer (60 s)

Cisco-AVpair="interface:template=name”
Ignored if the sticky timer has not expired

RADIUS Access-Accept 

Port is Isolated

Single host per port

How does Wired Dynamic PVLAN work?

BRKENS-2004 19
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Guest User Corporate Corporate Partner

EMEA: access to 
store.microsoft.com

Partner Guest User

Different Redirect 
ACLs for CWA per 

user

US: access to 
store.microsoft.com

IP Based Access Management is complex due to 
SaaS/Cloud
Simplified URL based access control needed

BRKENS-2004 20
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store.microsoft.com

DNS for store.microsoft.com

• Configure Redirect ACL entry with the domain name instead of IP
• The IP address is dynamically learned from DNS response and programmed in the hardware
• No configuration changes needed when IP changed under the domain name

ip access-list redirect-CWA
290 deny ip any host 40.126.0.69
300 deny ip any host 40.126.0.65
310 deny ip any host 40.126.0.67
320 deny ip any host 20.190.134.98
330 permit ip any host 40.126.6.65
340 permit ip any host 20.190.134.96
350 permit ip any host 40.126.6.0
….

Traditional IP based ACLs

ip access-list fqdn redirect-CWA
10 deny ip any host dynamic store.microsoft.com
20 deny ip any host dynamic office.microsoft.com
30 permit ip any host dynamic guests.microsoft.com

NEW FQDN Based ACLs

IOS-XE 17.4.1

FQDN Redirect ACL for CWA
Simplified Redirect ACL Configurations

21BRKENS-2004
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How it works in 17.5(1)?
Layer 2 Point-to-Point

Supplicant Authenticator RADIUS Server

Layer 3 Link

DNS response

EAP ID-Response RADIUS Access-Request 

MAB Port Authorized
CoA 1

FQDN ACL on Switch

DNS query Match FQDN

DNS Server

EAP ID-Request

FQDN uses DNS Response to resolve ACL

Program Redirect ACL with the new IP
DNS response

Web Page (DNS query)

Redirect to CWA Page

HTTP traffic based on DNS response

CWA page

CWA Server Page

RADIUS Access-Accept 

L2 DNS

L2 or L3 DNS
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FQDN extensions in 17.5(1) …

L2 DNS

Wildcard maks ”*” to match multiple hosts = |    L3 DNS Queries

00-10-23-AA-1F-38 Authenticator DNS Server

LAN

Authentication 
ServerAuthenticator

L3 DNS 
Routing

FQDN Options:
*.cisco.com
*.*.cisco.com
host1.*.cisco.com
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Support for AV-PAIRs

• Central Redirect ACL 
Management

• Support  on any RADIUS
• Per User Session 
• Higher TCAM consumption
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Cisco® Catalyst® 9000 
Series Switch
(powered by NBAR2)

EA dashboard for admins 
to show endpoint labels 
and endpoint inventory

C
ontext

Labels

802.1x/MAB

Cisco ISE

EA

SD-AVC agent          Cat 9200, Cat 9300, Cat 9400SA

SA

Cisco DNAC/EA

Endpoint type:
CT Scanner

Operating system: 
MS Windows 7

Manufacturer: 
Globex Corp.

Model: 
Ultima

Multifactor classification

DNAC 2.1.1.3

IOS-XE 17.2.1

ISE: 2.7 p1, 2.6 
p5+, 2.4 p11+

AI Endpoint Analytics
Identify Endpoints, Enforce Policies, and Stop Threats

25BRKENS-2004
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RADIUS as Cloud Service

Geographical distribution

Cloud redundancy and availability

Data at transit Encrypted

TLS / DTLS Private Tunnel 

Cloud Hosted
AAA

Cisco® Catalyst® 9000 Series Switches
Open IOS-XE 17.4.1

IOS-XE 17.4.1

RadSec
Securing RADIUS communication
over public networks

26BRKENS-2004
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User Info

27BRKENS-2004

Local DNS Server

D
N

S 
Q

ue
ry

Re
sp

on
se

Internal domain 

AD Server 

Network Enforced DNS Security
Hosts can not bypass DNS Security 

Trace Source of Anomaly 
Switch shares User and device login information
Switch shares Local IP address

Granular DNS policies
Tag based polices – Static interface config 
AD Group based policies – Dynamic 

Split Domain  
local domain DNS queries to internal DNS Server
External domain DNS queries to Umbrella Cloud 

Cat9k Umbrella Connector  

External 
domain 

Umbrella Integration with Catalyst 9200/9300
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Why need Switch to Stealthwatch Cloud?

Mike is HR Coordinator. He logs 
in from laptop and downloads 

and email with malicious content
Mike’s credentials are stolen. 

Mike’s privileges get suddenly 
increased to access financial 

data

Mike is downloading data at the 
intermittent intervals from the 

finance department

Mike logs in from his laptop 
between 8 am to 5 pm 

weekdays and accesses the HR 
server

Mike accesses finance server at 
9 am every weekday to monitor 

from his laptop

Mike also uses is mobile to 
access the finance data over 

the weekends while traveling to 
Las Vegas

Mike has again logged in from a  
new device in Moscow 1 hour 

later

Mike logs in from laptop 
between 8am to 5 pm 

weekdays and accesses the HR 
server

Mike access finance data at 9 
am every weekday to monitor 

from his laptop

Mike never logs into the 
customer server even though he 

has access as the IT admin

One day, he starts to download 
customer data and upload 

though shadow IT

Mike is running on Performance 
improvement plan

Mike’s manager informs him 
due to project end, he would be 
need to look for another project

Mike starts downloading internal 
data at regular intervals

He then starts encrypting a 
large volume of data

Mike receives an email from his 
coworker but does not notice a 

domain name mismatch

Mike clicks on link in email that 
downloads malware

Malware establishes a foothold 
in the network

Malware establishes the 
connection with the outside 

network

Usecase: Lateral Movement and Data exfiltration

Usecase: The careless employee compromised 
credentials

Usecase: The unskilled employee with privileged access

Usecase: The angry employee malicious insider

Usecase: The victimized employee compromised credentials

BRKENS-2004
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• Easy Registration 

• Simplified FNF configuration 

• No additional devices/VMs - Inbuilt FNF 

Collector 

• Consumes less WAN Bandwidth – ZIP 

Compressed FNF records 

• Secure communication – HTTPS 

encrypted FNF traffic

Stealthwatch Cloud

Catalyst 9200 and 9300
SWC Sensor (FNF Collector) 

Register with 
SWC 

1
Get the 

Service Key

2

Compressed &
Encrypted FNF

3

Predictive
Threat 

Analytics 

Hybrid 
Environment

Visibility

Detection
Investigation 

and Response

Discounted SWC licenses with DNA-Premier

Native Stealthwatch Cloud Sensor on C9K
Add Advanced Cloud Security to your network

29BRKENS-2004
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Excessive failed access attempts

DDoS and amplification attacks

Potential data exfiltration

Geographically unusual remote access 

Custom segmentation and configuration policies 

Connection to a suspicious destination

Dynamic entity modeling for High Alert Fidelity
95% Stealthwatch Cloud alerts rated as “helpful” by customers

30BRKENS-2004

Machine Learning based 
Analytics 
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Available on Cisco Catalyst 9200 and 9300 Switches

Endpoints Cisco® Catalyst® 9200 and 
9300 Series Switches

Embedded Connector

Stealthwatch Cloud Sensor on Cat 9K

BRKENS-2004 31
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C9K provides most flexible design and HA options 

 Modularity
 Speed
 Power
 POE
 Wireless
 ASIC Customization
 Scale

Design Options

 StackWise
 StackWise Virtual
 NSF/SSO
 ISSU
 GIR
 NSR/IPFRR
 Quad SUP RPR
 xFSU

Mix-Match to build the best Infra for your needs

Platform High Availability

 SDA
 BGP-EVPN
 MPLS

BRKENS-2004 33
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ACL Scale Considerations

34BRKENS-2004

Feature Scale Values
(Min – Max)

Default 
Value

Step 
Size Customizable

Ingress ACL 4K – 26K, 27K 4K 2K Y

Egress ACL 4K – 26K, 27K 4K 2K Y

Ingress QoS 1K, 2K - 16K 1K 2K Y

Egress QoS 1K, 2K - 16K 1K 2K Y

PBR/NAT 1K, 2K - 16K 1K 2K Y

LISP 1K - 2K 1K 1K Y

Tunnels 1K - 3K 1K 1K Y

NFL ACL 1K – 2K 1K 1K Y

Ingress SPAN NA 0.5K NA N

Egress SPAN NA 0.5K NA N

CPP NA 0.5K NA N
Sec. Assoc NA 0.5K NA N

Macsec SPD NA 0.25K NA N

ACL Features

27K

Bank 0

25K

Bank 1

2K
(Reserved Space)

IOS-XE 17.4.1
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New

Feature Distribution Core (default) NAT
Routes (IPv4/IPv6) 114K/114K 212K/212K 212K/212K
Multicast routes (IPv4/IPv6) 16K/16K 32K/32K 32K/32K
MAC address table 82K 32K 32K
IGMP/MLD snooping 2K 2K 2K
Flexible NetFlow (Ingress) 49K/ASIC 32K/ASIC 32K/ASIC
Flexible NetFlow (Egress) 49K/ASIC 32K/ASIC 32K/ASIC
SGT label 32K 32K 32K

Security ACL
Ingress 12K 12K
Egress 15K 8K

QOS ACL
Ingress 8K 4K
Egress 8K 4K

NetFlow ACL
Ingress 1K 1K
Egress 1K 1K

SPAN
Ingress 0.5K 0.5K
Egress 0.5K 0.5K

PBR/NAT 3K 15.5K
CPP 1K 1K
Tunnel termination and MACsec 3K 2K
LISP 1K 1K

Customizable resourcesHigher scale

Custom 
Template
FIB
IOS-XE 17.3

Custom 
Template
TCAM
IOS-XE 17.4

UADP 3.0

IOS-XE 17.4.1

Customized Scale on Catalyst 9500H/9600
Custom SDM Templates for Deployment Flexibility

35BRKENS-2004
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Security - Input 27K 6K 12K

Security - Output 18K 6K 8K

QoS - Input 1K 16K 6K

QoS - Output 1K 16K 4K

PBR/NAT 2K 3K 16K

LISP 1K 2K 2K

Tunnels 1K 2K 1K

Netflow ACL 1K 1K 1K

Total Resources * 54K

* 2K entries are reserved for System

1K - 1024
16K – 16384

Customer 1
Security focus

Customer 2
QoS focus

Customer 3
NAT focus

IOS-XE 17.4.1

ACL Scale Customization - Allocation Examples

BRKENS-2004 36
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ACL Customization – view proposed allocation
Switch# sho sdm prefer custom 
Showing SDM Template Info

This is the Custom template
<SNIP>

Security Access Control Entries*:                    12288  (current) - 27648 (proposed)
Egress Security Access Control Entries*:             15360  (current) - 18432 (proposed)
QoS Access Control Entries*:                         8192   (current) - 1024 (proposed)
Egress QoS Access Control Entries*:                  8192   (current) - 1024 (proposed)
Policy Based Routing ACEs / NAT ACEs*:               3072   (current) - 2048 (proposed)
Netflow Input ACEs*:                                 1024   (current) - 512    (proposed)
Netflow Output ACEs*:                                1024   (current) - 512    (proposed)
Flow SPAN ACEs*:                                     512    (current) - 512    (proposed)
Output Flow SPAN ACEs*:                              512    (current) - 512    (proposed)
Tunnels*:                                            2816   (current) - 768    (proposed)
LISP Instance Mapping Entries*:                      1024   (current) - 1024   (proposed)
Control Plane Entries*:                              1024   (current) - 512    (proposed)

<SNIP>
MACSec SPD Entries*:                                 256    (current) - 256    (proposed)

<SNIP>

(*) values can be modified by sdm cli
The proposed values will take effect post reload.

Switch#

Input:
• ACL Ing (1): 27K
• ACL Egr (2): 20K
• PBR/NAT (3): 3K
• QOS Ing (4): 4K
• QOS Egr (5):

4K

Proposed allocation 
based on user input

Proposed:
ACL Ing (1): 27K NFL-In: 512
ACL Egr (2): 18K NFL-Out: 512
PBR/NAT (3): 2K LISP: 1K
QOS Ing (4): 1K Tunnels:   768
QOS Egr (5): 1K

Priority 1 -> 
ask fulfilled

Priority 2 -> 
ask partially fulfilled

Total Input: 58K

Remaining with 
lower priority -> 
gets lowest value 

between input 
or default



AVC/NBAR2 and 
ETA on same 
port
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Rapidly mitigate malware and vulnerabilities in encrypted traffic 

Cisco Catalyst 9300 / 9400 switches enable 
Encrypted Traffic Analytics (ETA)

ISE

Mitigation

Cisco
Stealthwatch®

Change of 
Authorization 

(CoA)

Encrypted Traffic 
Analytics

Machine learning with 
enhanced behavior analytics

pxGrid

Analytics indicating malware in 
encrypted traffic at 99%+ efficacy

cognitive.cisco.com

Mitigation using 
ISE and network 

ERSPAN to send traffic 
for deeper analysis

Cognitive
analytics

Threat Grid Talos

Not available on Catalyst 9200 Series switches BRKENS-2004 39
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NBAR2 lookup

• Copies of the initial few packets of a flow to CPU
• The software interacts with the NBAR2 module and detect the Application.

• Original packets of a flow are hardware-switched to destination

NBAR2 on Catalyst 9200/9300/9400 –
How is it done?

BRKENS-2004 40
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Network Based Application Recognition 2 
(NBAR2)

AVC / NBAR2 ETA

NaaS

ETA – Encrypted Traffic Analytics
AVC – Application Visibility and Control
NBAR2 – Network Based Application Recognition
NaaS – Network as a Service

Same Interface

BRKENS-2004 41
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 Step 1 : Control Plane Update

Reload Only and Software Upgrade Options

 Step 2 : Data Plane Update

A

S

M

M

Install

Install

Install

Install

S

M

M

SSO
A

S
SSO

 Step 1 : Standby and Members Upgrade

 Step 2 : Active Only

Traffic Impact during the complete upgrade is less than 30 seconds

IOS-XE 17.3.2
xFSU on Catalyst 9300 - GA with 17.3.2

BRKENS-2004 44
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Non-Stop Routing
• Non-stop routing feature:

• Synching all unicast routing information to Standby 

• Standby device will take over immediately from Active 
state with neighbor not knowing about the failures

• NSF-aware peer devices not needed but recommended

• Self-Contained Routing HA Solution

No disruption to the routing protocol interaction with 
other routers.

Ac
tiv

e

St
an

db
y

SSO

Line Cards

Routing
Adjacency
Maintained to
Neighbours

No Link FlapTraffic flows 
continuously

BRKENS-2004 46
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NSR vs NSF
Non-Stop Routing (NSR) Non-Stop Forwarding (NSF)

No support from peer switches needed Support from peer switches required

Routing Sessions are not terminated Routing Sessions are terminated and 
reestablished

Self contained solution Requires routing protocol extension

NSR is enabled only on the local device NSF needs to be enabled on all devices 
participating in routing

Unicast Routing Control Plane and
forwarding information are synced

Only Unicast Forwarding is synced

BRKENS-2004 47
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NSR/GR Difference and Similarity

Neighbor

Checkpoint
Framework NSR Enabled

Peer
NSF Helper

NSF Enabled

Non-Stop Routing (NSR) Non-Stop Forwarding (NSF)Non-Stop Routing (NSR)

• NSR is disabled by default

• NSR is supported only on Catalyst 9400, 
9500H and 9600

• OSPFv2 and OSPFv3 are supported

• Can coexist with Graceful Restart configuration 
(Cisco NSF or IETF GR)

router ospf 1 router ospfv3 1 
nsr nsr

Non-Stop Forwarding (NSF)

• NSF is disabled by default

• Peer need to support Graceful Restart

• BGP, OSPFv2 and EIGRP are supported

• Can coexist with Graceful Restart configuration 
(Cisco NSF or IETF GR)

router ospf 1 router eigrp 1 
nsf nsf

router bgp 1 
graceful-restart

BRKENS-2004 48
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• Devices work out of the box
• No initial registration process/eval mode
• License state always “In-Use” 

• Device generates usage reports which are sent to the CSSM
• Online and offline reporting options
• One-time reporting for perpetual license, Periodic reporting for 

subscription licenses

• Licenses applied to devices on purchase 
• One-time reporting done by manufacturing for new direct 

orders

Use

Purchase

Report

1

2

3

• SW purchased in advance
• Subscription renewal dates based on an EA or transactionalBilling and renewals4

Catalyst 9000 platform support starting IOS-XE 17.3.2 and 17.4.1

Smart Licensing Enhancements
Eliminating Day 0 deployment friction, Simplifying licensing workflow

50BRKENS-2004
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SLP Flow

2. Usage report sent to CSSM

1. Device generates usage report

3. CSSM updates license count and SA/VA

4. CSSM ack and policy pushed to device

5. Policy determines reporting 
frequency

BRKENS-2004
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SLP Flow
Device generates 

usage reports

Reports are sent to 
CSSM

CSSM maintains information on 
SA/VA along with license count

Policy determines 
reporting frequency. 

Customer policy 
and ack pushed to 
device by CSSM.

1

2

4

35
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SL vs SLP

Features SL SLP

License states Eval, Unregistered, Registered In-use

License reservation Yes Not applicable* 

Factory SLR Yes (feature on request) Check Factory license reporting

Custom reporting frequency No Yes

Eval mode Yes No

Factory license reporting No Yes (default behaviour)

Perpetual license Reporting needed No reporting needed. 

*Device honors SLR by older install. Refer to section “Upgrade scena

BRKENS-2004
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SA Tree / Nested Structure 
Reconciliation and Reporting Options

EXAMPLE
Customer1.com–Future

Entity 1
Americas

LATAM

Mexico

Bldg 1

Entity / EMEAR
VA Level 1

VA
Level 2

VA
Level 3

VA
Level 4

VA
Level 3

US
Level 2

VA
Level 3

VA
Level 4

VA
Level 3

Bldg 2

For Your
Reference

BRKENS-2004
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- Use software value with Zero-Trust

- C9K Architectural Flexibility

- Benefit with mGig and UPOE+ models

- Assurance is better than a believe

- Integrate with Cloud

C9K - Unmatched Value with Each Port

Key Takeaways
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